ATM CARD SKIMMING

Threat
Thieves use hidden electronics on ATM’s to steal card information and PIN details.
Description

The thieves install card skimming devices on the card reader to capture magnetic stripe
information and hidden tiny spy cameras to capture PIN whilst a person conducts an
ATM transaction.

Consequences
The captured information is transferred to other cards and used to steal money.
Awareness

e ANZ employs a variety of security measures to prevent ATM Skimming however
customers can also play a part by looking out for and reporting irregular objects on
ATM’s and shielding PIN entry.

e Regularly check your bank statements and immediately notify your bank if
suspicious transactions are found.

For more information, please contact your ANZ representative.

Disclaimer; this document raises awareness and provides general information only. It may be necessary or appropriate to
ensure that measures are taken in addition to, or in substitution for, the measures presented having regard to the
particular circumstances of the customer concerned. To the extent permitted by applicable law, ANZ makes no warranties
or representations about the suitability, reliability or completeness of the information contained in this document and
disclaims all liability in connection with the information contained within this document, or use or reliance on this
information, including, without limitation, liability for any loss or damage, however caused, resulting directly or indirectly
from the use of or reliance on the information provided. Before acting on the basis of the information contained in this
document, you should take your own precautions and consider whether the information is appropriate having regard to the
nature of your personal circumstances.
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