
NOTE  If your smartcard (USB device) expires or is lost, we are now supplying tokens to 
applicable users. Tokens are a newer technology that provide better portability and can 
be used anywhere without the need for a smartcard reader and software installation.

ONLY CONNECT YOUR 
USB DEVICE WHEN NEEDED
Only connect your USB device

when you need it to logon, approve 
a payment, or execute some other 

type of protected function.

ALWAYS UNPLUG YOUR 
USB DEVICE BETWEEN USES

Always unplug your USB device from your 
computer when you have finished using it. 

NOTE: Unplugging the USB 
device will not log you out.

ALWAYS STORE YOUR
USB DEVICE SAFELY

Always store your USB device safely, 
as you would your credit card.

NEVER SHARE YOUR USB 
DEVICE WITH A COLLEAGUE
Never share your USB device with 
a colleague – all users must have 
their own security device.

CYBERCRIME ASSISTANCE

WHY IS THIS SO IMPORTANT?

Cybercrime is widespread in all industries using digital technologies, with the types 
of cyberattacks continually evolving. 

A rapidly increasing number of organisations have malicious software (malware) 
within their network, often times unknown and undetectable. A cybercriminal may 
be able to discover your logon credentials for any website via this malware.

IIn addition, if you have left your USB device connected to your computer and a 
cybercriminal gains remote access to a computer on your network, they can also 
hijack the USB device and use it to approve or release a payment.

Note: If your USB device expires or is lost, we are now supplying tokens to 
applicable users. Tokens are a newer technology that provide better portability 
and can be used anywhere without the need for software installation.

ANZ is committed to helping you bank safely with your USB device. We recommend 
you do the following to minimise the risk of falling victim to cybercrime.

Dear <client name>,

WORKING TOGETHER TO PROTECT 
YOUR ORGANISATION

CYBERSECURITY
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