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ONLINE SECURITY

ANZ Internet Banking has security measures in place designed to
protect your account details and other sensitive information. Your
new ANZ Security Device gives you an additional layer of security to
help ensure that your online transactions are protected.

HOW YOUR ANZ SECURITY DEVICE WORKS

Your ANZ Security Device generates a new six digit number —
known as a Security Device Code (SDC) - every 60 seconds. Every
time you log on to ANZ Internet Banking you will be required to
enter the Security Device Code (SDC) displayed on the screen of
your ANZ Security Device at that time. ANZ will verify this SDC as
part of your log on process.

Each SDC can only be used once. Only the SDC that currently
appears on the screen is valid. The countdown bar on the left hand
side of the screen shows you how much time you have left until a
new SDC is generated, by shrinking one block every 10 seconds as it
counts down.

SDC generation for each ANZ Security Device is completely random,
50 no two devices will display the same code at the same time.

ANZ SECURITY DEVICE SERIAL NUMBER

Your ANZ Security Device has a serial number on the back of it.
This number is unique to your ANZ Security Device.

Serial
number

Before you can log on to ANZ Internet Banking, you need to
activate your ANZ Security Device. You will need to quote the
serial number to link your ANZ Security Device to your ANZ
Internet Banking User ID.

USING YOUR ANZ SECURITY DEVICE

You will need to use your ANZ Security Device each time you log
on to ANZ Internet Banking. To do this:
- On the ANZ website select ‘Log on’ under Internet Banking
« Enter your User ID and password and select 'Log on’
- Enter the six digits Security Device Code (SDC) that appears on
the screen of your ANZ Security Device at that time, and select
‘Log on'.

If you enter the Security Device Code (SDC) incorrectly or try to
re-use an old SDC, you will be asked to enter a new SDC to
successfully log on.

If you require a replacement device, please visit an ANZ Branch to
order a new ANZ Security Device. Please note that you cannot
use another person’s ANZ Security Device to log on to ANZ
Internet Banking.

KEEPING YOUR ANZ SECURITY DEVICE SAFE

Your ANZ Security Device is your key to accessing your accounts
online, so it's important that you
« Do keep your ANZ Security Device away from your User ID,
password or other access details
« Do not allow any person to access your ANZ Security Device or
Security Device Code (SDC)
« Do not allow any person to see you entering your Security
Device Code (SDC)
« Do not allow any person to see you entering your Security
Device Code (SDQ)

If you become aware that your ANZ Security Device is lost or stolen,
or has been used by someone else, notify ANZ immediately. Full
detailed information on your obligations with respect to the
security of your ANZ Security Device is set out in the ANZ Internet
Banking Terms and Conditions, which can be found on ANZ's
website.

CARING FOR YOUR ANZ SECURITY DEVICE

To help ensure your ANZ Security Device is working effectively to
protect you, there are some basic tips.

DO

- Keep your ANZ Security Device dry and safe from extreme
temperature changes.

- Keep your ANZ Security Device in a safe place - it is small enough
to fit on your key-ring or security swipe card

- Contact the ANZ Internet Banking Support Centre if you suspect
the battery of your ANZ Security Device is low, as you may require
a replacement device. Please note that the battery cannot be
replaced.

DO NOT

« Submerge your ANZ Security Device in liquid

- Expose your ANZ Security Device to extreme temperatures

« Drop or place too much weight on your ANZ Security Device
« Open your ANZ Security Device. There are tamper-proof

features that will cause the device to stop working if it is
opened or tampered with

ACTIVATING YOUR ANZ SECURITY DEVICE
IS EASY

Simply call the ANZ Internet Banking Support Centre
at 19001276
If calling from outside Vietnam, please call
+84 8 38815977 extension 3

(International call rates may apply)

Please note that the ANZ Security Device you receive, may have
some differences in appearance to the images shown here.

Distributed by ANZ Bank (Vietnam) Limited
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BAO MAT KHI GIAO DICH TRUC TUYEN

Dich vu ngan hang truc tuyén ctia ANZ st dung Thiét Bi Bdo Mat - la
mot |6p bado mat mai nhdm bao vé théng tin tai khoan cing nhu
céc thong tin giao dich tryc tuyén quan trong khac cla ban.

THIET Bl BAO MAT CUA ANZ HOAT BONG
NHU THE NAO

Thiét Bi Bdo Mat clia ANZ tao ra 6 chir s6 - dugc hiéu nhu |a Ma Bao
Mé&t — trong mai 60 gidy. M&i lan truy cép vao dich vu ngan hang
tryc tuyén clia ANZ ban sé dugc yéu cdu nhap vao Ma Bao Mat hién
thi trén man hinh ctia Thiét Bj Bdo Mt clia ban tai thai diém do.
ANZ sé xac thuc ma sé nay nhu mot phéan clia thu tuc dang nhap
ctia ban.

M&i mot Ma chi st dung dugc mét 1an duy nhét. Chi co Ma hién tai
dang hién thj trén man hinh I3 c6 gid tri. Thanh cong cu dém ngugc
bén phia trai man hinh cho biét con bao nhiéu thai gian cho dén khi
Ma mdi ctia ban dugc tao ra tiép theo, cr mdi 10 gidy mot vach trén
thanh cong cu sé bj mat di.

Viéc tao ra Ma ciia moi Thiét Bj bdo Mat ctia ANZ |3 hoan toan ngdu
nhién, vi vay hai thiét bj khong bao gid xuét hién cing mét Ma
trong ciing thai diém..

SO SE-RI CUA THIET Bl BAO MAT CUA ANZ

M&i mot Thiét Bj Bao Mat clia ANZ c6 mot s6 sé-ri & mat sau. S6
sé-ri nay la duy nhat cho mdi Thiét Bi Bao Mat cia ANZ

S6
sé-ri

Trudc khi co thé truy cdp vao ngan hang truc tuyén ctia ANZ, ban
can phai kich hoat Thiét B Bdo Mat. Ban can dua ra s6 sé-ri nay dé
két nodi Thiét Bi Bao Mat vao Ma sé truy cap cuia ban.

SUDUNG THIET BI BAO MAT CUA ANZ

Ban can strdung Thiét B Bdo Mat ciia ANZ méi 1an truy cap vao
dich vu ngan hang truc tuyén ctia ANZ. Bé lam duoc diéu do:
- Trén Website ctia ANZ lya chon biéu tugng “Truy Cap” phia
dudi muc Dich vu ngan hang truc tuyén
- Nhéap vao Ma S8 Truy Cap clia ban va Mat Khau va &n nut
“Dang Nhap”
- Nhap Ma Bao Méat bao gém 6 chir s6 xuat hién trén man hinh
clia Thiét Bi B3o Mat clia ANZ vao thdi diém do, sau d6 lua
chon phim “Bang Nhap".

Trong trudng hop ban vao sai Ma S6 Bao Mat hoac st dung lai Ma
cl, ban sé dugc hoi dé nhap lai Ma mai dé dang nhap thanh
cong.

Néu ban can thay thé Thiét Bi B4&o Mat mdi, xin hay dén chi nhanh
gan nhét clia chiing t6i dé yéu cau thiét bi mdi. Xin luu y réng ban
khong thé str dung Thiét Bi Bo Mat clia ngudi khac dé truy cap
vao dich vu ngén hang tryc tuyén ctia ANZ Internet Banking.

BAO VE THIET B| BAO MAT CUA BAN
MOT CACH AN TOAN
Thiét B Bdo Mat clia ban la chia khoa dé truy cap vao tai khodn truc
tuyén clia ban, vi vay ban can tuan thu cac nguyén tac quan trong
sau:
« Khéng dé Thiét B Bao Mat ctia ban gan véi Ma sé truy cap, Mat
khau hodc céc thong tin truy cap khac
- Khéng dé bat ky ai truy cap vao Thiét Bi Bdo Mat hay Ma bao
Méat clia ban
+Khéng dé cho ai xem nhin vao man hinh khi ban nhap Mat Ma
Bao Mat
« Tranh lam maét, bi trém cap hay bi lam dung thiét bj bdo mat
cla ban.

Khi phat hién thdy Thiét Bi B&o Mat ctia ban bi mat hay bi nguai
khéc st dung, hay bao ngay cho ANZ. Thong tin chi tiét vé trach
nhiém ctia ban vé Thiét B Bdo Mat dugc ghi ro tai Diéu Khoan Diéu
Kién ctia ngan hang truc tuyén dang trén trang Web clia ANZ.

BAO QUAN THIET Bl BAO MAT CUA BAN

NEN LAM
- Bdo quan Thiét Bj Bao Mat nai kho réo va trénh xa noi thay déi
nhiét do nhiéu dot ngot.

- Bdo quan Thiét Bj Bao Mat noi an toan

« Hay lién lac ngay Trung Tam H6 Trg Internet Banking néu ban nghi
ngd pin Thiét Bi Bdo Mat yéu, ban c6 thé yéu ciu Thiét Bi Bao Mat
thay thé. Xin luu y pin ctia Thiét Bi Bao Mat khong thé thay thé
dugc.

KHONG NEN

- Nhung Thiét Bi Bao Mat vao chat 1dng
« Phai kho Thiét Bj Bdo Mat & nai cé nhiét do qua cao

- Tha hoac dat vat cé trong lugng qua nang vao Thiét Bi Bdo Mat
clia ban

- M& Thiét Bj Bao Mat. Thiét Bi Bdo Mat c6 tem bao hiém, thiét bi
6 thé diing hoat déng néu bi m& hodc b can thiép.

DE KICH HOAT THIET Bl BAO MAT

Goi cho Trung Tam Ho Trg Internet Banking
theo sé dién thoai 19001276
TU nudc ngoai, xin goi theo s6
+84 8 38815977 nhanh s6 3
(Cudc goi quéc té co thé dugc dp dung)

Xin luu y Thiét Bi Bdo Mét clia ANZ ma ban thuc su nhan dugc co
thé khac mot vai chi tiét vai hinh anh trong tai liéu nay

Cung cap bdi Ngan Hang TNHH M6t Thanh Vién ANZ (Viét Nam)
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