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Security Advice for Personal Identification Numbers (“PIN”) and ATM Card
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Please note the following precautions when using the Phone Banking and / or ATM Services of Australia and New Zealand
Banking Group Limited, Hong Kong Branch (the “Bank” which the expression shall include its successors and assigns)
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1. You should change the PIN immediately after you use it for the first time and destroy all documents with the PIN
printed on it.
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2. You should select a unique PIN to make it difficult for anyone to guess. You should not use your telephone number,

HKID number, date of birth or any consecutive or sequential numbers e.g. "333" or "456" as your PIN.
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3. For security reasons, you should change your PIN regularly.
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4. You should memorise your PIN. Do not write your PIN down or store it in a computer, mobile electronic / digital
storage device, mobile phone or any other un-secure means. If you cannot memorise your PIN, you should disguise
the PIN and keep it in a safe place separate from where you keep your ATM Card and bank account details.
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5. You should never reveal your PIN to anyone (no Bank staff will ever ask for your PIN) and you should not allow
anyone else to use your card and PIN. If you receive any suspicious emails or phone calls asking for sensitive
account or personal information, you should not disclose any details and report the incident to the Bank immediately
if in doubt.
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6. You should never use the same PIN for ATM and Phone Banking services, and never assign the same PIN for
accessing other services e.g. for connecting to the Internet or accessing personal email accounts.
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7. You should always be alert of your surroundings before performing any banking transaction to ensure that no one

sees your PIN.
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8. You should change your PIN immediately if you suspect it has been exposed to others or the moment you suspect
any unauthorised access.
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9. You should contact our Customer Service on +852 2176 8822 immediately upon becoming aware that your card has

been lost or stolen or if you suspect any unauthorized transactions or access, and confirm the same in writing.
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10. You should refuse any offers of assistance from strangers when performing any banking transactions.

BT LS B o T R IR S ol e

11. You should check your statement details immediately upon receipt. If you spot any unusual transactions, please
report them to the Bank immediately.
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12. If your card is retained by an ATM machine, please contact our Customer Service on +852 2176 8888 immediately.
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13. Please refer to the latest security advice which can be found on our website at anz.com/hongkong from time to time.
ﬁj\ﬁﬁif‘?¢ fﬂl’xJﬁiﬁif’!T anz.com/hongkong @ BEE Y (A A o
Australia and New Zealand Banking Group Limited, Hong Kong Branch

ANZ Fﬁ%ﬁﬁ? =

October 2010
2010 # 10 %]

If there is any inconsistency between the English version and the Chinese version of this document, the English version shall prevail.
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