Warning on email phishing hoax

Australia and New Zealand Banking Group Limited (ANZ) wishes to alert members of the public to a
suspected email phishing hoax leading to a false ANZ website.

Please note that ANZ would never ask for account details by email.

The email asks you to confirm your internet banking details to upgrade to ANZ’s new banking system
by clicking on the ‘log on’ link provided in the email. When the link in the email is clicked on, a false
ANZ Internet Banking log on page appears and account information may be captured if details are
entered.

ANZ has recently upgraded our core banking platform to build an even more connected and secure
banking network for our customers. Please be reminded that under no circumstances ANZ would
ask you to confirm or update your details via email. You should not click on the link, reply
to the email or provide any of the requested details.

If you have received the above mentioned email and provided your personal information to the
website or conducted any financial transactions through the website, please immediately contact our
customer hotline at +852 2176 8820 and any local police station or the Commercial Crime Bureau
of the Hong Kong Police Force at +852 2860 5012. For any enquiries, please also contact us at the
above number.

Please be reminded not to access ANZ Internet Banking through hyperlinks embedded in e-mails,
internet search engines or suspicious pop-up windows. Always ensure that you only log on to ANZ
Internet Banking by typing www.anz.com/hongkong into the address bar of the browser or by
bookmarking the genuine website and using that for access. If in doubt, please contact the above
customer hotline.

Read our internet protection tips.
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http://www.anz.com/hongkong/en/Personal/Ways-Bank/digital-banking/internet-security/
http://www.anz.com/hongkong/cn-trad/personal/ways-bank/digital-banking/internet-security/

