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This document provides technical specifications for the ANZ 
Transactive application to enable prospective clients to better 
understand the systems that support them, particularly at the 
client’s location. Common areas of interest are covered 
including the following:

 > An overview of the system supporting the ANZ Transactive 
applications

 > A technical specification of the hardware and software required 
to support ANZ Transactive at the client’s location

 > An overview of system security

 > A discussion of business continuity from client and  
ANZ perspectives

 > An overview of ANZ change management practices.

1. SUMMARY
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DOCUMENT HEADING2. SYSTEMS OVERVIEW

The following diagram depicts the systems supporting ANZ Transactive from end-to-end. The clientside of this system  
is hosted within a web browser and relies upon a number of “plug-ins” and configuration settings to operate all application  
features. Communications between the client’s browser and the Bank rely on (SSL) encrypted connections talking  
Hypertext Transfer Protocol (http). Both traditional browser requests to the Bank and those from the applets used make  
use of such connections – though these are separate as shown.
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DOCUMENT HEADING3. CLIENT TECHNICAL SPECIFICATION

This section explains system specifications that should be 
adhered to by you when accessing ANZ Transactive. Some  
of these specifications are “fixed” and are dependent on the 
software choices that the Bank has made when developing 
ANZ Transactive. Others are “variable” and depend upon  
your intended usage of these applications. The next  
subsection outlines usage aspects that influence these  
variable specifications.

3.1 USAGE CONSIDERATIONS
When configuring hardware and software to support ANZ 
Transactive, you should consider the following aspects of 
usage, which strongly influence the capabilities of the  
hardware and software selected:

 > The number of transactions per batch and number of batches 
to be submitted per day

 > The volume of transactions being reported on or extracted  
per day

 > The number of users acting concurrently and the durations of 
their interactions with the Bank

The ANZ Transactive applications have been developed with 
the aim of maintaining a responsive user interface despite 
handling batches or reports containing large numbers of 
transactions. 

Certain operations, (for example, the loading of a large batch of 
transactions) requires the transfer of a large amount of data to 
the Bank. These activities are better suited to environments 
with larger network bandwidths available.

3.2 SUMMARY SPECIFICATION
The following details are published on the ANZ Transactive  
web sites and summarises the technical specifications for using 
these systems.

3.2.1 Summary System Requirements

Basic system requirements

ANZ Transactive requires Internet Explorer and a Microsoft 
Windows environment to operate. No other operating systems 
or internet browsers are currently supported.

Display Settings

For convenient video display a minimum resolution of 1024 x 
768 with 32-bit colour is required.

Further to this, ANZ Transactive security device users also 
require the following:

Hardware Requirments

 > Smartcard or Smart USB Key

 > Available USB port

 > Security device (Smartcard or Smart USB Key supplied by ANZ)

 > Security Token

 > Security device (Security Token supplied by ANZ).

Software requirements

 > Security device drivers (supplied by ANZ). See section 3.3.2. 
for more information

 > There are no software requirements for a Security Token.
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3.3 DETAILED SPECIFICATION
ANZ Transactive is designed to work with default browser 
settings. However if you come across any issues, please refer to 
the specifications below and the System Diagnostic Tool 
located via the ANZ Transactive log on page.

3.3.1 Operating Systems

The operating system being run on a client’s local machine is 
also material to the operation of ANZ Transactive. Though the 
technologies used by ANZ Transactive should “run anywhere”, 
the behaviours of these technologies is not uniform across all 
operating systems and some earlier systems do not support the 
versions of supporting software plug-ins (for example, the JRE) 
that ANZ Transactive requires.

ANZ Transactive has been extensively tested and is supported 
by Microsoft Windows Vista, Microsoft Windows 7, Micorsoft 
Windows 8.1 and Microsoft Windows 10.

Recommended:

 > Windows Vista Service Pack 2 (32-bit or 64-bit)

 > Windows 7 (32-bit or 64-bit)

 > Windows 8.1 (32-bit or 64-bit)

 > Windows 10 (32-bit or 64-bit)

Note:  Other Operating Systems have not been tested or    
 validated for use with ANZ Transactive and are currently   
 not supported.

3.3.2 Security Devices

Security device users with a Smartcard or Smart USB require 
security device drivers and applications installed on their 
computer. These are available via download from the ANZ 
website at https://www.anz.com/corporate/products-services/
online-security/software/

If you are having trouble downloading these drivers, please 
contact the ANZ Help Desk.

Note: There are no software requirements for a Security Token.

There are two applications:

 > Gemalto Classic Client - Allows your computer to 
communicate with your security device reader.

 > Gemalto Classic eSigner - Allows ANZ Transactive to 
communicate with and authenticate your ANZ Transactive 
security device.

3.3.3 Bandwidth

Certain operations with ANZ Transactive make intensive use of 
available bandwidth. Though ANZ Transactive can work with 
lower connection speeds, the preference for user-
responsiveness and avoidance of “time-outs” is for higher 
connection speeds.

Recommended:

 > Minimum: 256 kbps or higher

You can contact your Internet Service Provider for more 
information regarding your bandwidth.
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3.3.4 Browsers

A web browser provides the framework within which ANZ 
Transactive runs at client locations. Non-recommended 
browsers can cause behavioural problems for ANZ Transactive.

ANZ Transactive is accessible via Internet Explorer (IE) version 
8.0 or above and has been extensively tested and validated  
for use.

At this time, no other web browsers have been tested or are 
supported. Please note, non-recommended browsers may 
cause problems when running ANZ Transactive.

Recommended:

 > Microsoft Internet Explorer 8.0 or above.

Note: Internet Explorer should be run in 32-bit in all cases.

Unsupported:

 > Firefox

 > Safari

 > Chrome

 > Netscape

If you do not have the recommended browser, please speak to 
your System Administrator or download and install IE from the 
official Microsoft website.

3.3.5 Access to SSL page

Secure Socket Layer (SSL) is a protocol that provides encrypted 
communications over the internet and is used on ANZ 
Transactive web pages to protect sensitive information in 
transition. Your system must be able to access SSL in order to 
operate the ANZ Transactive application.

STEP ACTION

1 Open Internet Explorer

2 Navigate to the top of the screen and select Tools and select Internet Options

3 Navigate to the Advanced tab

4 Navigate to the Security heading

5 Tick the Use TLS 1.0 check boxes within the Security heading

6 Click OK and then click OK again

Follow these steps to access SSL:

Additionally, proxies and firewalls within the client’s enterprise system must be configured to handle SSL encrypted 
HTML pages (that is, support “https” requests).



8

3.3.6 Cookies

Each time you visit the ANZ Transactive site, your browser will send your ANZ Transactive cookie to the ANZ server. The server uses 
this information for authentication purposes and will provide you with your organisations’ view of the application. For example, your 
organisations account information and transaction data.

Follow these steps to enable cookies:

STEP ACTION

1 Open Internet Explorer

2 Navigate to the top of the screen and select Tools and select Internet Options

3 Navigate to the Privacy tab

4 Click the Advanced button and a new window will appear

5 Tick the Override automatic cookie handling checkbox

6 For First-party cookies, click Accept

7 Click OK and then click OK again

Follow these steps to make ANZ Transactive a Trusted Site – Alternative Procedure:

STEP ACTION

1 Open Internet Explorer

2 Navigate to the top of the screen and select Tools and select Internet Options

3 Navigate to the Security tab

4 Click the green tick Trusted Sites icon

5 Click the Sites button and a new window will appear

6 In the space provided for Add this website to the zone, type https://*.anz.com

7 Un tick the Require server verification (https) for all sites in this zone checkbox located at  
the bottom of the window

8 Click Add. Click OK and then OK again

3.3.7 Javascript

ANZ Transactive is reliant upon JavaScript for rendering its pages and enabling partial page updates from the Bank  
to enhance application responsiveness. Javascript must be enabled to run the ANZ Transactive application and the  
system diagnostic tool.

Follow these steps if you need to enable Javascript:

STEP ACTION

1 Open Internet Explorer

2 Navigate to the top of the screen and select Tools and select Internet Options

3 Navigate to the Security tab

4 Select the Internet icon from the list of web content zones

5 Click the Custom Level button and a new window will appear

6 Scroll down to Scripting > Active Scripting. and Select Enable

7 Click OK and then click OK  again

3. CLIENT TECHNICAL SPECIFICATION
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3.3.8 Pop-up Blockers

Pop-up blockers prevent new windows from automatically 
opening when you visit a website. ANZ Transactive is designed 
to work with the Internet Explorer pop-up blockers; however 
you may also have third party toolbars that can block pop-ups. 
These are typically located under the main Internet Explorer 
address field. Please make sure that any toolbar pop-up 
blockers are turned off or configured to allow pop-ups from 
this site.

3.4 OTHER CONSIDERATIONS
3.4.1 Environments Containing Proxies and Firewalls

Ensure proxies and firewalls allow port 80 and 443 from internal 
clients to external web sites.

If deemed slow, ensure proxies have clients in the ‘All Users’, 
built in ISA group, which does not require authentication 
(especially if AD is involved).

The use of SSL Intercepting proxies on Transactive HTTPS traffic 
is not recommended.

3.4.2 Virtual Terminal Services

Virtual terminal services, including Citrix, Virtual Machine  
or Windows Terminal Server are untested and unsupported  
by ANZ.

However, as long as the prerequisite applications are met,  
ANZ Transactive should work correctly.

For security device users (Smartcard or Smart USB Key only), the 
drivers must be installed on the local machine which may cause 
issues when operating terminal services.
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4.1 CLIENT INSTANTIATION PROCESSES
4.1.1 Administrative Processes Involving Bank Staff

Processes requiring explicit customer “opt-in”:

 > Customer registration as client

 > Creation and deletion of Appointing Signatories or  
Authorised Officers

 > Addition and removal of accounts

 > Creation of Security Device Users

4.1.2 Administrative Processes Delegated to Clients

 > User setup including user access profile (role-based)

 > Role setup and modification

4.2 USER AND SIGNATORY AUTHENTICATION
 > User authentication is currently by:

 – User ID and password

 – User ID, Security Device and PIN ( Smartcard and Smart 
USB Key)

 – User ID, Token password and one time pin (OTP)  
(Security Token)

 > The creation and removal of ANZ Transactive users is delegated 
to the client (and controlled by security device users granted 
administrative access). However if a user requires a security 
device, these users must be setup by the Bank.

 > To release transactions for processing, the releaser must 
authenticate themself using their security device.

 > To obtain real-time FX rates via the Get Rate function, the user 
must authenticate themself using their security device.

 > The creation and removal of Appointing Signatories or ANZ 
Transactive Authorised Officers is controlled by Bank staff; 
Appointing Signatories or Authorised Officers must be 
mandated by the client to act in such a capacity before they  
can be activated for use with ANZ Transactive.

4.3 USER ACCESS CONTROL
 > Control of user access is delegated to the client.

 > Role-based access control is used to grant users access to 
specific application services and client data.

 > Definition of roles is delegated to the client.

 > Establishment of roles, and allocation of these roles to users, is 
controlled by client users with administrative rights.

4.4 DATA TRANSPORT
All data transferred between the ANZ Transactive client and 
the Bank is transported using 128-bit SSL encrypted channels 
(“one-way” SSL implying clients are not authenticated at a 
transport-level by the Bank).
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4.5 SYSTEM SECURITY
4.5.1 ANZ Transactive Security

There are two forms of access to ANZ Transactive:

 > Password Users – requires Usergroup, User ID and Password; 
and

 >  Security Device Users

 – Smartcard and Smart USB Key require Usergroup, User ID, 
security device and PIN

 – Security Token requires Usergroup, User ID, security token, 
token password.

4.5.1.1 Password Users

Passwords must adhere to the following standards:

 > Minimum password length: at least eight (8) characters.

 > Passwords must use characters from at least three (3) of the 
following categories:

 (a) Upper case alphabetical characters

 (b) Lower case alphabetical characters

 (c) Numbers

 (d) Non-alphabetic characters, i.e. ( ) ` ~ ! @ # $ % ^ & *  
  - _ = + [ ] { } \ | : ; “ ‘ < > , . ? /

 > Passwords must not include three or more consecutive 
repeats of the same character, for example, Mississ3ppi 
would be valid but P4sssxyz would be invalid.

 > Passwords must not include three or more consecutive 
numbers in an ascending or descending sequence, for  
example 123, 543.

 > After 3 incorrect password attempts the User will be locked 
out.

Successfully created passwords will be encrypted and stored in 
the ANZ Transactive data store for validation of passwords 
during Password Authentication.

Password Expiration is set to 30 days.

4.5.1.2 Security Device Users

For users who perform the following functions, a security 
device is mandatory:

 > Administration of Users and Roles

 > Payment Release

 > FX ‘Get Rate’ function

4.5.1.2.1 Smartcard and Smart USB Key

To log on with a security device, the applications detailed in 
section 3.3.2 must be installed for ANZ Transactive to verify 
your security device certificate.

The eSigner application will verify that the PIN is correct.

The PIN must be:

 > Eight (8) characters; and

 > Made up of

 – Upper case alphabetical characters

 – Lower case alphabetical characters

 – Numbers

 – Non-alphabetic characters, i.e. ( ) ` ~ ! @ # $ % ^ & *  
- _ = + [ ] { } \ | : ; “ ‘ < > , . ? /

 > If the PIN is incorrectly entered 5 times, the security device 
will be locked and you will need to contact the ANZ to 
unlock the device.

 > Users with a Security Device can also access ANZ Transactive 
with a password if the ANZ Transactive Administrators resets 
their user password on ANZ Transactive. Please note that  
the user password is separate to the Security Device pin.

4.5.1.2.2 Security Token

To log on with a Security Token the User will require both a 
token password and a One Time Password (OTP). The OTP is 
generated by entering a pin into the Security token and 
pressing 1.
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4.5.1.3 Payment Release

Payment release in ANZ Transactive requires digital signing by 
an authorised user with a security device.

Your security device PIN must be re-entered at the time of 
release.

Signing:  
Smart Card & USB Key - The data is contained within a PKCS#7 
v1.5 message.

The digital signature uses the SHA1 secure hash algorithm with 
RSA encryption (2048-bit or higher).

Token - The digital signature uses a HMAC-SHA-256 message.

The message uses the a HOTP algorithm along with OTP to 
generate a signature

4.5.1.4 Timeout

ANZ Transactive has a time-out period of 15 minutes. If a user is 
logged into ANZ Transactive and is idle for 15 minutes, ANZ 
Transactive will logout and return the user to the login page.

4.6 SECURITY REVIEW
ANZ Transactive, like other applications within the Bank, is 
audited periodically by ANZ Group’s specialist security team  
to ensure compliance with Group standards and policies.

Additionally ANZ Transactive has undergone extensive Security 
and Penetration testing, to ensure the safety of the system.
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5.1 CLIENT SIDE
The need for significant business continuity planning  
client-side is reduced by the web-based nature of ANZ 
Transactive wherein the system and much of the critical 
business data is held Bank side. Consequently, for the most 
part, clients need only have access to a compatible  
computer in an alternative location that has suitable  
Internet connectivity.

Importantly, clients are responsible for continuity relating to 
the following system aspects:

 > Security Devices are required for users who have 
Administration, Get Rate and / or Release entitlements.

 > Any data extracted from the systems and stored locally 
including reports, transaction history extracts and archived 
transactions/batches.

While the Bank may be able to assist with replacements  
for losses relating to the above items, the time taken to  
provide such replacements may adversely impact client 
business activities.

5.2 BANK SIDE
Following Australia and New Zealand Banking Group standards, 
ANZ ensures the business continuity of ANZ Transactive 
through the following practices:

 > Replication of all system and client data between primary and 
secondary data centres

 > Daily back-up of all system and client data

 > Provision of application server farm hosting ANZ Transactive 
distributed over primary and secondary data centres

 > Provision on stand-by core banking system components 
located at secondary data centre

 > Provision of stand-by channel data server at secondary data 
centre

 > Provision of secondary locations for Bank staff supporting the 
ANZ Transactive channel.
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Following Australia and New Zealand Banking Group standards, 
ANZ maintains and extends ANZ Transactive using a controlled 
changed management processes.

These processes are supported by a dedicated change 
management team and include the following practices:

 > Use of a code-management tool to control code and release 
versioning

 > Group-wide software development life-cycle practices

 > Inter-system change management and tracking process.

System changes are managed so that they do not coincide with 
heavy banking periods.

Should you require further information, please contact your 
ANZ representative.
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